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^©mp^aieatt.-T 5 -* sM-r* e^r^^n vtrm-z-** hv-<um 

*lT V^ fc„ ZTU V #m^lZ ttDES, IDEA& E&n\Z W 5 ^ 5 
^StlTV^& 0 DES,IDEA^CoV^T^±Je^T©3S:^^l?MoTV^-5 0 

j<CH?l:Menezes, van Oorschot, Vanstone, Handbook of Applied Cryptograph 
y, CRC Press, 1996, pp. 250-259, pp.263-266 D 
[0 0 0 3] 

^'□^^Ht-^liECB.CBCCFB.OFB^'i/i/^^-K^ifCD^n^^Ht-^^^^- 
Zktt/v&ftZmmzftomft^- Fte.iaPCBC^E- K^e>*lTV^S^W-e,«»J 

^C^2:Schneier , Applied Cryptography, Second Edition, John Wiley & Son 
s, Inc„ , 1996, pp.l89-209 o 
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iaPCBC^E- K«JWT©^i?-eSoTV>So 

^SC®f3:Gligor, Donescu, "Integrity-Aware PCBC Encryption Schemes," Prep 
roceedings in Secure Protocol Workshop, Cambridge, 1999, to appear in L 
ecture Notes in Computer Science series, Springer-Verlag D 
[0 0 04] 

iaPCBC^E- Ktt^n v ^m^^m^fc^W^- KT?* V ,Br^ft^^teM#J 

mm^^sm ,*g«ftf^c^ z&^-Bsm , & £©j&T?##tci*»j&*t3i#5&£ sn* 
r ic & £ o < m±L&m^wm *2m , t &t> *> ,m^tm t. & 

.Bir^fbMSIhMAC^m^a.iC^^S^M^fey ,S/*^A#®g£lC&o£: y ,ji 

!$Cjt£4:Menezes, van Oorschot, Vanstone, Handbook of Applied Cryptograph 
y, CRC Press, 1996, pp.352-368„ 
[0 0 0 5] 

l/s?x*^^^^*«*s.sEAL^cov\T^iJKT©s:we«orv^s 0 
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;£$£5:Schneier , Applied Cryptography, Second Edition, John Wiley & Son 
s, Inc., 1996, pp.398-400 o 
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;£C$56:Menezes, van Oorschot, Vanstone, Handbook of Applied Cryptograph 
y, CRC Press, 1996, pp.203-212 o 
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tCff^.S«*S_LfH^ny^Bir#©MSlC< ^T, 2^—20^ <D itm hV- 
2*V§*§rtf& y^-e^S^.^CDMAC^^^tCoVNT^.^D v V B|p# £MACtf)£I 

hmac , umac& e <z> Mc&mtt x-itm^m izmm &L-e-#[&H£$: urn 

i/^Sgi(^^^^^^M^feS.HMACliMM<Z)ji:i^4,pp.355<Z)Example 9.67T?S£ 
oTV^S. *fcOMAC^±Je^T«>^T^oTV^eo 

^C^7:Black, Halevi, Krawczyk, Krovetz, Rogaway, "UMAC: Fast and Secur 
e Message Authentication," Advances in Cryptology, - CRYPTO' 99, Lecture 
Notes in Computer Science, Vol. 1666, Spr inger-Verlag, 1999 c 
[0 0 0 8] 

L^u-isicsHA-i, m5teE<Ds\vi/=Lmmz#nizMm-v&v ,mm^M 

jSC®?8:Menezes, van Oorschot, Vanstone, Handbook of Applied Cryptograph 
y, CRC Press, 1996, pp.347-349 D 
[0 0 0 9] 

tDtix *3 h ■? , =l~ if iz j: o r &/\ v y 3. mmzmnxg -r ,m&&#>& v^ z. e % 
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fg £ fatten its r h # t* £ § # , * y -t? - ^©^3 izft h T^<D2m<DM £ 

;SCi£9:Halevi, Krawczyk, "MMH: Software Message Authentication in the G 
bit/Second Rates," Fast Software Encryption, 4 th International Workshop, 
FSE'97, Lecture Notes in Computer Science, Vol. 1267, Springer-Verlag, 
1997„ 
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F* j=(C* i'F'j.^/B, P'-Aj'F'j (l^i^m'). 

£ r T*b er y h :£^#IP' , qfc 2f A, # jg d e> & v * *§1^ , TtStttf^ 3 4x * ^ S 
, i#g©^n^^T% ifc^««fc^*&»&SL«#F&, Aj, Bjii-r^ii.Ajli^ 

& ^mmz (m-D /2 b t & & . — ^^mflt^tii/2 32 j^TT*^> § ^ t. t^m 

LV^ 0 r ©^,BiP#^,^#'ftT'l«m^F(2 64 )±©^$:fTe» 3 £ {CfC&5. d 
[0 0 16] 

y h^filTfff -5©S:t&ai4:UT,%*ttS:bxclify h iitS.^.f -Offiii: 
l^«|{C ;* y 12 - P ,%&&<DjSkft £ m K «fc 3 M? V^ ,blf>yh(D^-/-fe - 5t« 
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$£bX(m+d)l^ h£L,ZLfrZb¥y hCD^D^^^JAj (l^i^m) .B^ (*0,1 

F (j+1) i =(F (j) i *B j )*F (j) i _ 1 (l^j^d), 
Ci =F (d+1 \(l^i^m). 

[0 0 17] 

£i£a') .Bj (¥=0,l^i^d),^>r - hV^y *-fBF (i) 0 =Vj (1^ i^d) y htt 
p» (d+1) - r « 

F* (j) i=(F' (j +1 )."F* ^j.^/BjCl^j^d), 
P' |=A j " F* (l^i^m). 

[0 0 18] 

»h© MiiK-e ft , 5t«tt©s £ # b x dbf ytsTfjfeyfctfe,, tic & 

[0 0 19] 

T*<Z>A*B©glW£, 
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M rV (A R*V» M 2=V < M 1* B R> • M 3= V ' 
K J: y M 3 1 1 M 2 £ ffi # £ W Ut tC g £ ^ x. Z> (B L i: B R , A L h A R , M 2 £ M 3 & , tl ^tl A 

[0 0 2 0] 

*; iz$t o t m&jc^mzftm v , * n^n d ^ i ^ o t -t & . ^ ti £ -e*&^ ^ 

BBHtlfcC j £ # S „ * r £ ICR j ^ T , f & *) t3 , 

(rj ir 2 i ir 3 i i- 1 iR t ) sr^i: its &K£«#£te#raT?#^3*ifc%*e 

(Cjl |C 2 I |C 3 I |-| |C t+1 ) Irft^&ltftC^tS. 
[0 0 2 1] 

[0 0 2 2] 

-r z. n tfx-g z> mwtT'tb z> ) „ 

0kfamzteF(2 h )±(Dmm- a*b ©-fcbUhLT, F(p)_h<Z>$gH a*(b+l)+l £ 
^T-5o Z:<Z)^li2 b tf v V l^X#JbT?, if IIS, }&n#2111, */7M01f«! 

a orig & & #> , m» m &-7uw v±xmn z-fsmzn t)^.hi^x^^ 0 
«©*»ptcfewsF(p)cDm»«i«, siauisfc saris am, *n»^s/7 
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[0 0 2 4] 

BUtt*? ht7-^10001lCj;oT^^^tlfcn>fcrn-^A10002,n>ti o 3.- 
# B10003&-^tf , 3 y if a — # A10002fr £> 3 > fcfa. — # B10003'\(Z>lig-J§-ii'fg £ @ 

JKTCPUfc v*3) 10004 ,SB1t£tt($M&tt, ^ff»ttS:lfflfcJ&v>. JSTFRAMt vO)i 
0005,* y ht7~^>f >*-7x->tl0006S:iHiBLTfe»; ,*|>9HCtt3 > If a - 
*A10002S:3,— if^iftf^-rsfca&CD^-f l/>f 10007 £3f-3K- K10008#8SR 
3 *l T V* 6. RAM10005 &C JitM-MS:/ n ^7A(gT^n^7A$: PROG =b V > 5 
)PROGl_10009,gLffc£f£4&3ffi:/a ^ APR0G2_10010, 3 > tf a — # A10002£ 3 > 
tf =l — $ B10003^ (D -V £k^i $ *l T V % £ ftfcffl|#T? $> Z> WtSft&l 00 1 1 , 3 > tf =l 
- # A10002 3 > fcfrL - # B10003We^^ £ *lT V\ £ t 1 - # ^ & 5 %^ffiR10012 
£ *JJBIIV10013 ,-=ttlK.mmt LXny\f=L~H B10003JC j9Hg U fc # 10014 

*^#$tlTV>S„ 3> tf ^-^B10003li^^StCCPU10015,RAM10016,* y h *7- 

>#-7:n-;U0017&^fiibT£*; 3 > tf a. - # B10003& 3 — 9* 

3i)WtSfeJ?)©f^ X^U-f 10018£3f-3}<- Fl0019#88R3ftTV*5.RAM10 

oietcw^-jHt&s^n >f*5 i*PROG3_ioo20,3UR£ffc*tyii:/D **^aprog2_ioo2i 

,ft«ttK10011,%«^£R10012 > -€■*l^C*JJBffiV10013^«#StlT^^«. 
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[0 0 2 5] 

^yif=L-itkl0002lt,m^MMzfU y^APR0Gl_10009£H<ff L,* y -fe — 
^M10014(Z)Bif #35:010022 L,^^/hC-^>f>^-7ai-^ 10006 £ii L T 

hy-^lOOOl^siUM^S. n>fc?rL-#B10003te,* y h*7-^>f>#-:7 
i - X 1 0017 £ Ji L T Vtctbt. ^^itVkM -?U>f^ APROG3_10020 £ mft b , 
% b Sfc 2% tf&ffi $ *l & tl fcf £ RAM10016 (C##f « „ 

[0 0 2 6] 

#10001±©te^K#T?&&fc3*te#fc:J: y, *fcttCD,FD3Qiif5r*SfgB«iSE#«: 

- ^ -f > 2/ X -r- A (Sat L T V ^ & V \) CO TGTfa&ft^ £ «fc O K.mfc"? & ' * "TIB 

Bf^ffc^JI^n ^vAPROGl_10009tt,=2>tf a.'— #A10002&C&VnT,RAM10005 
3^&fSl«iffia*lT,CPU10004K:<fc yH^atl*. iSFHtftJM^n^APROGlJLOO 
09H: LTSL$fc£j&^«PROG2_10010£ft3P , ri'£tfffi b ,A:ft$H& 
^K10011,%^f£R10012,^Jii|iV10013,^ ^/-fe-^M10014tC^f LT,Bt-^-^CC10022 

^^tftkM-^U 9*5 APROG3_10020te , 3 > tT a. — # B100031C 33V»T, RAM10016 
3^&tt*ffiS*lTCP010015KlJ: »J|^ff StlS. m^ibtikM'? U 9=y APROG3_1002 

oii,t^-f>i:bT SLt!t^m^SPROG2_ioo2i £ fWt? W m L , A^S^H 

K10011 ,5t^M£R10012,*JJBHV10013, «f#SCC10022K:^ IT^^^-^'.ifcii 
[0 0 2 7] 

WF#ft*tJS:/n ^^i^PROGl_10009C7)^t^|(7)^tl$:ii^i--g>. 

^-r-y :720002:5 s -* "fey h if >Ob - ^ > „ 3aJ»HV,ftSttR,S«*K©Aj& 

^^^^20003:^*p^if^;i/-^>o ¥X O AA S^^ 6 tlfc 
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X 7- V ^20004 : £L$t£/» >Ol/ - ^ > „ &ft £K £ , SH«SL»#J A j , B j ( 1 ^ i ^ 
X^y ^20005: mWtV MtSUStfUAj ,Bi ,«C:/n y ^jPjCl^ 
X -r- y ^"20006 : X ^ y ^"20005 T*& & *l fe ffiF*:fc ^ n y * 3^JC j (1 ^ i ^ n) £ Jg &c 
[0 0 2 8] 

[0 0 2 9] 
[0 0 3 0] 

^-5 i 'y^'20202:ie#«t3SlcMv^^yfe-S?M©A*S:|#o o *yte-VmZ, 

^r-/K- Kiooo8^e>A*s*ife y, EAi«ic##s4iTv^fey f e># 

X5^y ^20203:* y-fe-J?OSSS^t # fc^^-f > * vfe-$?M©$fc 
^f>> ^20204:^ 9t-^fiS:f5jtS^f-f > ^ ^CDBt#MS©fc«b Av= 
££64-L(mod 64)«©0&;*^:720203^S3^-# fetfillSftfc:* 

Xff y20205:%^ft5 :i -^(Z)^ o 7 ; W >y.64fcfy h 7 s - # H Lt^i £ *l<5 
Xff y 20206: ;* vt-yf-*©^^ ff^S.Xff ^20205<Z)|g* 
[0 0 3 1] 

:/20302:&ggr?^;*-#(Z)A2;. 4 l/VteO* yfe-^^D y ?ifcn 
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"^20303: JK&SURTffA© SL»£fift*&3:7 n ^ ^ i>PR0G2 £ H£ tfffi b , 
J|£64n^y b ©M&»(I?:£/£,ffi;fr £A£ t5 0 

Xf7 y 20304 : SU80IJA £ ~f n y * IC # iff. £&£UR?Q A £ 64 tf y h ^ £ fC 
»JJIg{CA 1 ,A 2 ,-,A n i:-r-5 0 

Xt=- V ^20305: ft V > # i<D%JMi£. ft V y # i=l h f So 

Xf7 y 20306 : SLgfcB j <D ^g&^K £ ^ o T PR0G2 £ Hffi" £ Z. £ IC J: *J 64 
X ^ <y T/20307 : X ^ * ~f2 0306 *e $ tl tc B 4 # 0 £ £ , ^ 7^ y ^20306 IC M Z> 

o 

Xf'V ^"20308: i=n& h tf^-r V ^20310 

Xt yzf 20309: ft? y#i&>( U * > h l^fy ^20306^^ £ » 
[0 0 3 2] 

- y <Dmm & 04 z m v * r mm -r s . 

X ^ y ^20402 : OTHit -fe V h . F Q =V il "T -5 = 
X^y ^20403:^7 Vy&tiJfflik. i=liltS 0 
X^y^20404:7>f - K'W ^ttFjffJ*. 
F^PfAjili-So 

X y ^20405 : £ ^ n y ? C j ff H. 

y ^20406: i=n& £> tfx-x- <y :/20408£^t . 
V Zf20407:ft V y # i% 4 y? U ^ > h iXry ^'20404^\M<5o 
[0 0 3 3] 

'&^it#m n ^ aprog3_i 0020© mmcDffifr & ®5 * ffl v * t m m f Z> . 

X -r- V ^20502:^- # -fey b^JV-^y o 1ftlMV,5tJ|<|£R f «^gR<Z>A:fr 
X5=-y^ , 20503:Bf#^:^-l?-^;i/-^> o B£#;£C' 0)Atl ,Bf #3X' # 

-r <&„ 
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##I,L' ,M* ,Z' lC^f!fr^ 0 

y ^"20507 ffibif^;i/-^> 0 Z' £R' £T' lC#ig-r§o 
V ^20508:T=O^OR' =R& V Zf20510lZMti o 

^f>? ^"20509: |gW (#f^3i) £ ffi X ^ V ^"2051 1 Kit tf „ 
X^y^20510:M' ^RAM^I&M'rSo 

^"20509, 20510T?tt, ftM^n^^Att, M:9l(^31/#^3i&S 

^fcm^i^ii)*^;*:/^ iooi8cffi;dLT, ^-ifc^&ji^i-r-So 

[0 0 3 4] 

Rf#;£mtfi-9- ^ y amm & me * m ^ t mm -t z » 

•A'rv ^20602: Bt-^^C CD A* 

y ^20603: Hf-jfzSCC' £64 V Z £ iCg-W V MlZC' pC 2 , - ,C' £ 

o 

[0 0 3 5] 
[0 0 3 6] 

X-7^y:720702:MMI-fey KF' 0 =V£lir £ 0 
;* -T" y ^"20703: j) *J y * %)W<£. i =1 £ ~t Z> , 
XT V ^"20704: -7 W - y # -ffiF' .^iM. 
F' i =(C'fF' i _ 1 )/B i tt-S 0 

^^^^20705:^^0^/ ^P' iff 3*. P' j=F' fAjil-tSo 

>y ^20706 : i =n& £> Hf X ^ V ^20708 £ H=fT 0 
;*-7^y:720707:;ft?>#i$:^># h L;*^ y ^20704^M-5 o 

[0 0 3 7] 

¥:£3J *; ffi L -tr >Oi/ - ^ > v>%m £ 08 £ m v ^ T §&i£ -r £ o 
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720802:1/ £*tJtf)64tf >y h0^^D »y * £ t5„ 
*^>y720803:^]fc7n>y ?©ol3P' 2 #i:&fc^y hrt^L' fc?>y htf)^-* 

J*-5^y 720804 :M* fc^JSJofc^jCD^-* 
[0 0 3 8] 

5£*(£bj m v -9- 7;i/ - ^ z/(Dmm * m9 & m v * t m -r & . 

^-r-y 720902 :R' ©T&64kf*y h ©t 2 - # 1 1r 
X^-/720903:R' & 3tofc|fe©» »J ©5=-* SrT* £.-tZ> 0 
[0 0 3 9] 

HlOtt, W#ftffi3a©3ttWBlT?*S.ORJ©*K:+««Aofe8a-&tt64^^ h|g© 
- -d <D 7 s - * IC J: £ £H£ ttara&ftff & L , O ftJ© * JC X A o £fB# fc*64 \f 

* »yfe-$/M20931C*^20930,^S^/\*7 ; >r > ^20932,%^ttR20933$: ^tl^ 
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